
Lifesize® Cloud Security
Overview

Security concerns are a big reason companies dismiss using cloud-based services for any application. Video 

conferencing is no exception. At Lifesize, we understand the importance of security, and we built Lifesize Cloud to 

provide customers with a secure experience from the meeting room to the office and on the go.

Data storage 

We store the following basic information:

ACCOUNT MANAGER

•	 Email address  
(which is also your username)

•	 Password

•	 First name

•	 Last name

•	 Telephone

•	 Address

•	 Company

USERS

•	 Display name

•	 Email address  
(which is also your username)

•	 Password

BILLINGS

We leverage a third-party PCI-compliant 
partner for direct sales and our Lifesize 
Partners for channel sales; therefore, no 
user billing information is stored in our 
systems.  

OTHER DATA

We never record, capture or store any 
unencrypted video/media stream or 
chat conversations.

Security
ACCOUNT SECURITY 

•	 We send an authentication email 
before activating an account.

•	 Each account (admin and users) is 
secured with a password. 

•	 We never send passwords via email. 
If you forget your password, you will 
be able to reset it.

•	 Passwords are not shown in the 
licensing database. 

MEETING SECURITY

•	 Passcode—You can add a passcode 
to secure your meetings.

•	 Remove participant—During a 
meeting, any participant can be 
easily removed from the call. 

LIFESIZE CLOUD AMPLIFY: RECORD-
ING AND SHARING

•	 Restrict and distribute content.

•	 Automatically published based on 
user preference. 

•	 Enable/disable recording for your 
entire organization.

•	 Encrypted using the Advanced 
Encryption Standard of AES-128 
for data in-flight and AES-256 for 
data-at-rest. 

CHAT

•	 All chat conversations are fully 
encrypted for all parties. 

•	 Lifesize Cloud chat is hosted on 
Amazon Web Services (AWS) which 
is designed for security across all 
geographies and verticals. Learn 
more about AWS Security here. 

VIDEO CALLING 

•	 Secure and encrypted calling end-
to-end using AES-128 (Advanced 
Encryption Standard).

•	 TLS (Transport Layer Security) 
encryption for all signaling. 

Authentication

The connection between the Lifesize 
Cloud apps and Lifesize® Icon™ and the 
Lifesize Cloud service is authenticated 
through https at provisioning. 
Registrations are secured via TLS.

https://aws.amazon.com/security/
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Firewall/NAT traversal
You don’t have to place devices outside your firewall to enable 
communications through Lifesize Cloud. Our architecture 
lets you keep your apps and meeting room video systems 
behind your firewall and manages the traversal through our 
authenticated servers.

FIREWALL CONFIGURATIONS

Lifesize Cloud uses the following TCP/UDP ports against 
lifesizecloud.com to enable the service.

 

Lifesize Cloud apps and Lifesize Icon: 

PROTOCOL
DESTINATION  
PORT DESCRIPTION

TCP 80 HTTP: Lifesize Cloud app download  
(NOTE: will redirect to web console 
download page)

TCP 443 HTTPS: Lifesize Cloud app provisioning

TCP 35060/35061 Lifesize Cloud app signaling  
(SIP/TLS)

UDP 10000-16000 RTP media

 

For any SIP video endpoints:

PROTOCOL
DESTINATION 
PORT DESCRIPTION

TCP/UDP 5060/5061 SIP/TLS

 

For any H.323 video endpoints:

PROTOCOL
DESTINATION 
PORT DESCRIPTION

TCP 1720 H.225: call signaling

UDP 1719 H.225: RAS

TCP 10000-16000 H.245: Control channel

Service availability
Lifesize Cloud is operated in secure data centers in 
North America, Europe and Asia, ensuring redundancy 
and failover. In case of disruption, your calls will be 
routed to another available server.  Our systems are 
backed up, ensuring that your configurations are 
protected and up to date.  

Questions?
Have more questions about Lifesize Cloud security? 
Contact us at support@lifesize.com
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